Abstract -Resistive-switching random access memory (RRAM) is widely considered as a disruptive technology. Despite tremendous efforts in theoretical modeling and physical analysis, details of how the conductive filament (CF) in metal-oxide-based filamentary RRAM devices is modified during normal device operations remain speculative, because direct experimental evidence at defect level has been missing. In this paper, a random-telegraph-signalbased defect-tracking technique (RDT) is developed for probing the location and movements of individual defects and their statistical spatial and energy characteristics in the CF of state-of-the-art hafnium-oxide RRAM devices. For the first time, the critical filament region of the CF is experimentally identified, which is located near, but not at, the bottom electrode with a length of nanometer scale. We demonstrate with the RDT technique that the modification of this key constriction region by defect movements can be observed and correlated with switching operation conditions, providing insight into the resistive switching mechanism.
in a thin oxide dielectric layer, inducing local valence change in the atomic lattice [11] . For example, bipolar switching behavior has been reported in many oxides such as HfO 2 , Ta 2 O 5 , Al 2 O 3 , TiO 2 , and SrTiO 3 [4] , [5] , [11] , [12] , where it is believed that a conductive filament (CF) throughout the oxide layer can be formed under a positive voltage, lowering the resistance of the device into a low resistance state (LRS). The CF can be ruptured by applying a negative voltage, returning to a high resistance state (HRS). It is therefore of critical importance to gain insight into the CF modification process, for example, the position of its constriction and how its profile is modified by the defects.
While promising results have been achieved by tremendous efforts in the past decade [4] , [5] , [11] , [12] , details of the underlying microscopic picture of the switching process are still largely missing. High-resolution physical analysis techniques have been used to probe the CF. A 3-D tomography with conductive atomic force microscopy (scalpel-SPM) provides a 3-D image of the CF of a HfO 2 device at LRS [13] , [14] but does not have the required sensitivity to probe the CF at HRS due to the reduced conductivity. Scanning tunneling microscopy provides the ultimate lateral resolution, but is limited to probing the surface of bare materials [17] , [18] . In situ transmission electron microcopy [15] , [16] has linked sub-10-nm conductive channels to the local migration of oxygen vacancies; however, it is destructive, time consuming, and statistically unfriendly. It is not clear how oxygen vacancies migrate under normal operating conditions, both individually and statistically, and hence, it is not clear how it leads to the CF alteration between HRS and LRS.
Furthermore, due to lacking a clear picture of the CF at HRS, different CF profiles have been assumed in modeling and simulation, i.e., either with a conical shape [3] , [19] or with an hour-glass shape [20] , respectively, and the CF modification was attributed either to the oxygen vacancy and oxygen pair (V •• O − O i ) generation/ recombination at the interface of the bottom electrode [19] or to the V •• O movements along the CF [20] , causing confusions and controversies. Direct experimental evidence of CF modification at defect level is R is measured at 0.1 V. Charging/discharging from both TE or BE are considered in this work. Defect distance to BE is converted to its distance to TE when the defect interacts with BE.
needed to provide insight into the CF rupture/restore process, to improve our understanding of the switching mechanism and to advance the filamentary RRAM technology. In this work, a random-telegraph-signal (RTS)-based defect-tracking technique has been developed that can detect individual defect movement and provide statistical information of CF modification during normal operations of nanoscale RRAM devices, and for the first time, without device destruction.
II. DEVICES AND EXPERIMENTS
The RRAM device under investigation is a TiN/Hf/HfO 2 /TiN memory cell patterned into a crossbar shape [21] . The Hf/HfO 2 element is formed in the overlap region between the bottom and top TiN electrodes, achieving 40 nm × 40 nm cell size. The 5-nm thick HfO 2 dielectric, deposited by atomic layer deposition is mainly amorphous. On top of the HfO 2 film, a 10-nm thick Hf metal-cap was deposited by physical vapor deposition acting as an oxygen reservoir during the device operations. After an initial electroforming process to form the HfO 2−x filament, typical current-voltage characteristics show a stable bipolar resistive-switching behavior: set to a LRS at less than 1 V, and reset to a HRS at about −1 V as shown in Fig. 1(a) . The maximum current flowing through the device during the set is limited at a predefined compliance current I cc between 50 and 150 μA to avoid breakdown.
In order to investigate the defects that result in the CF without destructing the device, we use the RTS as the electrical measurement tool [22] , [23] . The origin of RTS is attributed to the random electron trapping/detrapping process in a defect located in the oxide from/to the electrode, leading to the two discrete, high and low, current levels, as shown in Fig. 1(b) . The mean time constants for high (τ high ) and low (τ low ) current levels in RTS are the capture (τ c ) and emission times (τ e ), respectively, [23] for electron tunneling between an electrode and a trap, and their bias dependence is governed by [22] 
where K B T is the thermal energy and E F is the Fermi level of the TiN electrode. Trap energy level (E T ) can thus be directly extracted from the dependence of τ c /τ e on top electrode bias
where 0 is the difference between the work function of TiN and the electron affinity of HfO 2−x and is set to 1.4 eV [24] . 
Fewer efforts have been made to investigate the RTS in RRAM because complex signals are often observed [24] , [25] , to which the above equations are often not applicable. For example, defect movement and electron trapping/detrapping can co-exist [25] , both of which can result in current fluctuation and lead to complex signals. Moreover, (1)-(3) are only applicable to the cases that an electron tunnels from an electrode to an oxide defect, and then back to the same electrode, in which τ c and τ e should have the opposite polarity of bias dependence. However, due to the nanoscale oxide thickness in RRAM devices, RTS can also result from electron tunneling through the defect to the opposite electrode or to other defects, in which cases τ c and τ e show the same polarity of bias dependence. There might also be a large quantity of defects near each electrode, which leads to metallic-like local conduction. To avoid these complications, in this work, we only consider RTS that clearly follows the classical theory, as shown in Fig. 1 . All RTS signals are evaluated individually, and we only use signals for which τ c and τ e have the opposite polarity of bias dependence. This ensures that the defects that we examined are located in the electron tunneling region of the oxide, and the RTS caused by electrons tunneling through the defects are excluded. We also use X T /T OX,TCR as the defect's relative spatial location within the electron TCR as shown in Fig. 1 (d) and 2(a), thus avoiding the uncertainties brought by the metallic-like local conduction regions near the metal electrodes. We will show in the following that clear correlations between RTS, defect, and filament are revealed by using the technique that we developed in this work after taking the above factors into account. (a) Illustration of the metallic conduction region near both electrodes, in which (1)- (3) are not applicable. Defect's relative location within the electron tunnelling conduction region TCR, X T /T ox_TCR , can be extracted from (3) even though the absolute value of T OX,TCR is unknown. (b) Defects detected at HRS during dc switching cycles clearly show the CFR (gray region) with the least number of defects near, but not at, the BE. DC V set = 1 V, V reset = −1.6 V, and I cc = 150 μA.
III. RESULTS AND DISCUSSIONS A. Observation of the Critical Filament Region
The first key observation in this work, the critical filament region (CFR) in the TCR, was achieved by statistically analyzing the defect spatial location and energy level during normal device operation cycles. The switching behavior of filamentary RRAM devices has been described by various controversial models. The analytical hour-glass model [20] describes the CF as an hour-glass shaped substoichiometric HfO 2−x region and the switching between LRS and HRS is determined by the changes in the number of V •• O in its constriction. On the other hand, other Monte Carlo simulations and physics-based HSpice compact models [3] , [19] assumed a conical-shaped CF, which is ruptured from the electrode during reset and is restored back to the same electrode during set, and the mechanism was attributed to V •• O − i pair generation and recombination as in [19] .
In order to help clarify this controversy, in this work, we switched the devices repeatedly between the LRS and HRS for a number of cycles; during each cycle, the RTS measurement was carried out at HRS to extract the defects locations. A large number of defect occurrences can therefore be collected during the cycling operation. A summary of the measured defects profile at HRS is shown in Fig. 2(b) , and a region (gray) with the least defect occurrences near, but not at, the BE can be clearly observed. This is the first time that the CFR is experimentally observed entirely based on the analysis of electrical data. The large number of defect occurrences observed nearby the BE does not support the conical model, which assumes that at HRS the filament is ruptured from the interface of the electrode where the least defects should occur. The CFR is not located in the center of the TCR either, which is a consequence of asymmetric oxygen vacancy reservoirs. Since the 10-nm Hf metal layer is intentionally inserted at the TE interface as the oxygen reservoir to increase the V •• O concentration in HfO 2 near TE, it is therefore understandable that the CFR is located near BE, agreeing with the results of hour-glass modeling [20] , [25] .
B. Verification of CFR by Defect Movement Tracking
Since the CFR has the least occurrences of defects and hence the largest local resistance, the movement of defects into and out of the constriction should have the most significant impact on CF resistance, leading to CF modification and resistive switching. To verify this, we further developed the RTS technique to enable the tracking of individual defect movements and the defect drift-diffusion process in the HfO 2−x to be correlated directly with CF modification and switching. Fig. 3(a) shows an example of the typical defect-tracking test results. During the bias increments of the RTS measurement at HRS, current jumps, either upward or downward, can be observed, which is associated with a simultaneous change in device resistance. In this particular example, the current jumps downward during the bias sweeping, and the resistance measured at the read voltage of 0.1 V increases simultaneously, supporting that the current jumps are caused by the modification of CF. The RTS and the bias dependence of the RTS time constants extracted before and after the current jumps also change simultaneously as shown in the inset of Fig. 3(a) and (b) , resulting in a change of the extracted defect location, as shown in Fig. 3(c) , i.e., defect moves out of the CFR as identified in Fig. 3 , leading to the CF modification and an increase of resistance.
To further verify the correlation between defect movement and CF modification, the relative change of the read current I /I is analyzed statistically against the defect locations before and after defect movements. Fig. 4(a) shows that the increases of I /I are correlated with defect moving into the highlighted CFR region (red rectangle), either from the TE direction or from the BE direction, and the decreases of I /I are correlated with defect moving out of the CFR region (blue rectangle), either toward the TE direction or toward the BE direction. The largest amplitudes of I /I are clearly observed when the CFR region is either the destination or the origin of defect movements. These results highlight the importance of the start/stop location of defect movements. I /I is small when defect movement is not involved with the CFR region, contributing less to switching. A broad correlation can also be obtained between the amplitude of I /I and the relative distance of the defect movement regarding the constriction position X c as shown in Fig. 4(b) . The farther away relatively from the constriction the movement is, the larger the change in read current can be statistically observed. The above correlations provide strong statistical evidence supporting that our technique can indeed track defect movement, because it is impossible for two defects randomly detected in the oxides before/after the jump to have such a correlation with resistance switching.
Further details of the defect movement mechanism can also be revealed by the defect movement dependence on the external bias and its polarity. As shown in Fig. 4(c) , defect moves mainly toward BE at V > 0.2 V, and mainly toward TE at V < −0.2 V, agreeing with that defects drift according to the direction of electric field at a large bias, underpinning the mechanism of the set/reset operations. At a weaker Eox when −0.2 V < V < 0.2 V, which is often encountered during the read operation and write/read disturbance, defect can move in either directions, suggesting that defect movement is controlled by internal stochastic thermal/chemical processes. The above results indicate that the defect movement may be dominated by oxygen vacancy movements in O-deficient HfO 2−x with the scavenging Hf layer, as it is suggested that very little energy is required in such a structure [27] , [28] . In contrast, interstitial O formation may require more than 6 eV to form the oxygen vacancy [28] which may be unlikely to be provided by a bias as small as 0.2 V.
C. Correlation of CFR Modification With Operation Conditions
Further correlations between the modification of the CFR region at HRS and different operation conditions can be clearly observed by applying the RTS technique, for the first time. As shown in Fig. 5(a) , increasing V reset from −1.2 to −1.8 V widens the CFR mainly toward to the inner bulk of the oxide, thus increasing the resistance at HRS from 12.5 to 50 k . Reducing the maximum compliance current during the set operation I cc from 150 to 80 μA, as shown in Fig. 5(b) , widens the defect energy distribution probably due to the weaker regulation power caused by the lower set current, which requires further confirmation. In Fig. 6(a) , in order to observe the difference in the CFR between HRS and LRS, set operation is terminated at a lower voltage of 0.6 V to result in a partial set where electron tunneling in the CF still dominates. This is because switching to a full-scale LRS at high V set will lead to a full metallic conduction path where the RTS technique is no longer applicable. More defects in the CFR can indeed be detected at the partial LRS, resulting in a weaker CFR and thus lower resistance. This result provides the experimental evidence of the difference in defect profiles at HRS and LRS, and reveals that the defect number in the CFR indeed determines the device resistance state. The CFR can also be observed in devices with the HfO 2 thickness scaled further down to 3 nm, as shown in Fig. 6(b) , confirming its applicability in devices further scaling into the lower nanometer regime. Distributions of (a) relative RTS amplitude (ΔI/I) RTN and (b) absolute RTS amplitude ΔI RTS , at LRS, weak LRS, and HRS. The distribution becomes wider at higher resistance and a significant tail at large RTS amplitude is observed for both relative and absolute RTS amplitude.
Since the results demonstrate that the defect movements start to follow the direction of Eox at low electric field and lead to resistance change, it is therefore indicated that the positively charged oxygen vacancies are acting as the electron traps to produce the conductive path. During set operation from HRS toward LRS, the modification of the filament is initiated by the positive external electric field, which pushes defects toward the CFR mainly from TE direction. Thermal simulation confirmed our experimental results as temperature has a negligible role in the initiation of the HRS to LRS set process [29] , especially at the low RTS measurement voltages. During the reset, defect movements from the CFR toward TE are dominant, resulting in a wider CFR and higher resistance. Our results also confirms that defects movement along the filament direction plays a dominant role in controlling the CFR modification, opposing to the cases of unipolar switching in which the defects move into and out of filament in the perpendicular direction in previous works [30] . Combined with previous results of physical characterization with c-AFM [14] and modeling [20] for the same devices, the results suggest that the filament has an hour-glass shape at HRS with the CFR located closer to the more oxygen-inert BE and the length of the constriction is less than 1 nm.
Further evidence of the correlation between filament modification and the device operation can be obtained from the impact of defect movement on RTS amplitude. Fig. 7 compares the measured RTS amplitude distributions at HRS, weak LRS, and LRS. The distribution becomes wider at higher resistance, and a significant tail is observed at large RTS amplitude, compared to LRS, agreeing with the previous results [26] . The large RTS amplitude at HRS suggests that the trapping/detrapping into/from the defects within CFR may lead to large noise during device read operations. A statistical analysis of the RTS amplitude before and after the defect movements at HRS confirms this point. Fig. 8(a) shows that the increases of I RTS are correlated with V •• O moving into the highlighted CFR region and the decreases of I RTS are correlated with V •• O moving out of the CFR region. The largest changes in I RTS are clearly observed when the CFR region is either the destination or the origin of defect movements. These results are in agreement with the resistance change observed in Fig. 4(a) . The change in I RTS is small when defect movement is not involved with the constriction. A broad correlation can also be obtained between the change in I RTS and the relative distance of the defect movement regarding the constriction position X c as shown in Fig. 8(b) . The farther away relatively from the constriction the movement is, the larger the change in I RTS can be statistically observed, agreeing with the observation in Fig. 4(b) . A single charge trapping/detrapping in the CFR region may significantly alter a tunneling path and induce a large variation in tunneling current and thus a large RTS-induced read noise. On the contrary, the CFR region is much less significant at LRS than that at HRS, the impact of single trapping/detrapping becomes much weaker and thus RTS amplitudes are relatively small and much narrowly distributed.
D. Discussions
An overall picture of the switching mechanism in bipolar oxide-based RRAM has been provided in this work, showing the repeatable modification of the local critical filament region. The filament is formed by the generation of defects in the bulk of the oxide during electroforming, resulting in a percolation current path. Under the applied forming electric field, the oxygen ions drift toward the TE leaving behind the V •• O forming a local conductive path in the HfO 2−x . The filament connects the top oxygen reservoir with the BE at LRS. During the resistive switching cycle, the number of V •• O in the CFR and the length of CFR, where it has the least defect occurrence and is closer to the bottom electrode, are changed by the defect movement according to the electric field at a bias as low as ±0.2 V, inducing the resistance change and eventually leading to the switching of resistance states.
It should be noted that the RTS method has its limitations. For example, the absolute location of defects X T and their density distribution across the entire HfO 2 stack cannot be provided by this method. As a simplification approach, we use the relative defect depth X T /T OX,TCR in the TCR, instead of the total thickness T ox , to represent defect's location, and a uniform electric field distribution in the is also assumed, which has been commonly used in previous works [31] [32] [33] [34] [35] . We found that clear correlations among defect movements, defect profile, CFR modifications, resistance changes, RTN amplitudes, and the electrical programming conditions are revealed by using this technique despite these limitations. In addition, the dependence of defect movement direction on the bias polarity starting at a voltage as low as 200 mV is in agreement with the theoretical calculations and analysis in [28] , indicating, but not as a direct proof, that V •• O movement is the responsible mechanism. The large number of defects occurrences observed near the bottom electrode is also in good agreement with the hour-glass shaped filament [20] . This demonstrates that although the real distribution in the TCR region may be, to certain level, nonuniform, but the level of nonuniformity may not be significant enough to affect the conclusions in this work. Further studies are required to reach unambiguous conclusions.
We would also like to emphasize that the RTS technique cannot provide the actual number or density of the defects in the filament. The profile observed in Fig. 2(b) is an accumulative plot of the defect occurrences detected at HRS during the cycling operation. It is not correlated with the actual defect number in the filament. When there is no defect observed in the critical filament region, it means that no defect occurrence has been detected for the duration of the test, while there are defects being detected in other regions. Less defect occurrence detected in the CFR indicates a smaller probability for defects to exist there. The analysis in the paper is based on defect occurrence, instead of the actual defect count or density.
The V •• O -assisted conduction current at HRS could be modulated by the charging/discharging of an electron either to/from a nearby neutral trap [35] or to/from the deeper states of V •• O [36] , thus leading to RTS fluctuations with time constants larger than those through the shallow states of V •• O that form the conduction current. This uncertainty, however, does not affect the analysis and conclusions in this work. The RTS provides the information of defect locations in both cases, and allows us to track defect movements and extract the defect profile.
Regarding the impact of defects at different locations, an electron could tunnel through the shallow states of several defects along a critical path across the TCR, instead of through only one defect in the narrowest CFR, to form the conduction current. It is likely that the defect number, being the least in the critical filament region, increases gradually toward both ends of the TCR, instead of changing abruptly from a constant low value in CFR (for TAT) to a very high value (for metallic conduction) immediately at the edge of CFR. A defect moved from position A to B may lead to different contributions to the conduction, depending on its relative distance and alignment to the CFR, as shown in Figs. 4(b) and 8(b) . The name of CFR, instead of the constriction, is used in this work, because it is possible that either the TCR or the CFR has more resemblance to the term "constriction" defined in other works. Further work is required to clarify this point.
After taking the above analysis into consideration, our RTS-based filament characterization technique provides the physical insights of oxide-based filamentary RRAM, improves the understanding of the filament and its critical region at defect level, and thus provides a useful tool for RRAM technology development.
IV. CONCLUSION
An RTS-based technique has been developed in this work, which can monitor the defect location, movement, and filament change during RRAM operations. Using this specifically designed RTS technique, for the first time, we have directly observed the CFR at HRS and at partial LRS in nanoscale devices that play the critical role in determining the resistive switching. We have established the correlation between the filament structure modifications and the electrical programming conditions, revealing the nature of resistive switching being controlled by modification of the critical filament region. The RTS technique can also track the individual defect movements, and provide its electric field dependence that controls the defect drift. Statistical analysis on the experimental results are enabled by the RTS technique, which demonstrates that defects moving into or out of the CFR is closely correlated with the resistance change and RTS amplitude, providing direct experimental evidence for the nature of resistive switching as defects modulating the CFR and its correlation with device operation conditions.
